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EDWARD SNOWDEN -

The sky is a limitless supply of truly random seeds. We can let the
universe do the work that we increasingly offload to computers.

Could it work?

If we were to listen to just one star—a star that pulses at predict-
able intervals—a clever adversary might deduce the pattern, match
the noise, and reverse engineer our seed, just as a spy can place his or
her probes on my computer, see the circuits talking to one another,
and reverse engineer the key that’s stored in the memory.

But if our Astro Noise were to include the whole sweep of the sky,
the distant stars might outwit the greatest spies.

“We are made of starstuft,” Carl Sagan reminds us. “The nitrogen
in our DNA, the calcium in our teeth, the iron in our blood, the car-
bon in our apple pies were made in the interiors of collapsing stars.”

How fitting, then, that we might turn back to the stars to help pro-
tect what makes us most human.













142

KATE CRAWFORD

ASKING THE ORACLE

143

in reading business-convention slide decks that look laughable while
they simultaneously outline a colossal, terrifying surveillance infra-
structure. You get over that. But the sensation of shaping search queries
for an enigmatic system that can tell you the secrets of the classified
world? This remains with you. It feels something like vertigo.

If you were given an audience with the Delphic Oracle you could
expect an oblique response. Raw Delphic data is meaningless with-
out the work of interpretation. When Lysander, the warrior who won
the Peloponnesian War, visited the Oracle in 403 BCE, he was told
to beware “the dragon, earthborn, in craftiness coming behind thee.”
Eight years later, he was stabbed from behind by a man with a ser-
pent on his shield.* Socrates, of whom the Oracle once said, “No one
is wiser,” understood her words as paradoxes. Indeed, many of the
Oracle’s responses took the form of epistemic paradoxes—riddles that
highlight inconsistencies in models of knowledge while casting light
on a common error or misconception. The Oracle’s role wasn’t just to
predict a possible future but to show the fallacies of the present. As a
system of information it skewed toward difficult forms of data, often
accenting the flaws and limitations of the supplicant.

Embedded in the architecture of the temple were messages counsel-
ing restraint. Anyone who entered the temple would face the maxims
of Delphi, carved in stone: KNOW THYSELF, NOTHING IN EXCESS, and A
PLEDGE, AND RUIN 1$ NFAR. The first of these, Know Thyself, is perhaps
the best known, but the precept has always been double edged. To mod-
ern ears it sounds like a prescription for self-knowledge, but as histori-
ans and philosophers have argued, this was not its original meaning. It
advised knowing one’s limits in seeking data: in short, “Don’t ask too
many questions.” In this way, all the Delphic precepts were instructions
to be cautious and stay within bounds:

When you question the oracle, examine yourself closely and the
questions you are going to ask, those you wish to ask, and, since
you must restrict yourself to the fewest questions and not ask too

many, carefully consider yourself and what you need to know.’

So the Oracle, as a technology, set up particular restrictions and lim-
itations. The information flow was restricted by the number of people
who could visit the Oracle, by how many questions they could ask, and
by the cryptic nature of the responses they received. In this sense there
is a strange similarity with the Snowden archive. The person seated
before the search box must decide what to ask next and try to exercise
restraint so as not to be drawn into thousands of documents and stories
and systems. But in another sense, when analysts consult the database
inside the fortresses of the NSA and the GCHQ), there seems to be little
respect for limits beyond the strictures of policy. Everything that can be
captured will be. The archive is an epic testament to information acqui-
sition, overreach, and confidence. It’s as though the guiding principles
of Delphi were reversed. Know Everyone. Everything in Excess. Just
keep pledging that all the necessary protections are in place.

Know Thyself

The archive is the ultimate rabbit hole. Days can pass without stop-
ping, without eating: I barely rise from the desk. It feels like I can see
into the complete structure of a global system, spread out before me in
neat network diagrams. This, of course, is an illusion. The archive is
always partial—necessarily incomplete, truncated by Snowden's access,
by what he took, and the date on which he copied documents. But it is
also fractured and dispersed by the operating procedures of the NSA
and GCHQ themselves. Intelligence work has to be compartmental-
ized: the work of one department is kept separate from another, and
these divisions are reflected in the collection of documents. There are
blank spaces, dead ends, and missing parts.

That said, the documents nonetheless offer extraordinary coverage
of the core period of the expansion of big-data techniques during the
early 2000s, up to 2013. Tens of thousands of memos, internal news-
letters, and specific investigations. And, of course, the PowerPoint
presentations. These have been the preferred documents for most
journalistic reporting because they are designed to be dramatic. The
PowerPoint decks seek to convey the sheer force of the surveillance
systems as simply as possible in order to impress senior military figures,

convince analysts at annual conferences, and secure ongoing funding
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forms of classification. TOP SECRET//SI//ORCON//NOFORN

This knowledge has limited access. Only some may pass. Who are you
to ask questions here? ’

Nothing in Excess

One day I come across a memo in the archive, drawn from the
classified internal network of the Signals Intelligence Directorate
It describes the way analysts can suffer from being drawn into th(’:
data, unable to disengage or admit defeat. The author details how
Tnountaineers who wish to summit Everest train for years, becom-
ing obsessed with their goal. But this deep sense of investn’lent also
puts them at grave risk: they will push ahead with a dangerous climb
despite signs of danger.

Mountaineers call this phenomenon sumumit fever—when an “individ-
ual betcomes so fixated on reaching the summit that all else fades from
cor.15c1ousness.” I think part of this phenomenon is due to the high level
of investment (monetary and spiritual) in the project that pushes people
to make decisions that are not otherwise supported by objective data:

.I believe that SIGINTers, like the world-class climbers, are not
Immune to summit fever. It’s easy enough to lose sight of the
bad weather and push on relentlessly, especially after pouring
lots of money, time, and resources into something. From turn-
ing offa database or collection site to starting over from scratch

on a target set or software code, it’s difficult to let go of the
dream and your work so far."

There' are .many symptoms of “summit fever” in the documents.
501T1et1mes it’s an offhand remark, as when one analyst jokes about the
Qe51re of analysts to collect it all: “Dude! Map all the networks!!!” Other
times it’s couched in more serious or legalistic terms, in the 'need to
keep acquiring ever more data and greater permissions. One paper in
Fbe archive blandly speaks of the NSA% aims to expand all its “capabil-
ities to reach previously inaccessible targets in support of exploitation
cyberdefense and cyberoperations.” It is a project with no end. There i;
no letting go of the dream of perfect information. .

ASKING THE ORACLE

"This voracious appetite for gathering and connecting information
was, in part, enabled and sanctioned by the 9/11 Commission. A key rec-
ommendation of the commission’s report was to improve “Information
Sharing and Fusion”: “The president should lead the government-wide
effort to bring the major national security institutions into the infor-
mation revolution. He should coordinate the resolution of the legal,
policy, and technical issues across agencies to create a ‘trusted informa-
tion network.””!" But as I've written elsewhere, as the scale of the intel-
ligence network multiplied, so did the anxiety over missing crucial data
or not seeing the right connections."” It became a cultural imperative
that “more data is better,” even as analysts were drowning in informa-
tion. “We in the agency are at risk of a similar, collective paralysis in
the face of a dizzying array of choices every single day,” an NSA analyst

wrote in a memo in 2011:

“Analysis paralysis” isn’t only a cute rhyme. It’s the term for
what happens when you spend so much time analyzing a sit-
uation that you ultimately stymie any outcome. . .. It’s what
happens in SIGINT when we have access to endless possi-
bilities, but we struggle to prioritize, narrow, and exploit the

best ones."

Just as this phenomenon afflicts intelligence analysts, a related sensa-
tion comes with reading the Snowden documents. Although it lacks all
the “near real time” search capacity of the systems used by the agen-
cies themselves, the Snowden cache offers the seduction of the archival
search, a sensation well known to the investigator, the detective, and
the historian. An analyst pores over the data to track a person of inter-
est, but a reader of the Snowden archive shapes search queries in order
to piece together a practice: how do these surveillance programs work,
what technological capacities are in play, what are the broader legal,
cultural, political ramifications? It is about tracking a system instead of
catching a suspect. If there is a similarity here, it is in the obsessive focus
on the data, intently scrutinizing the databases in order to find new
meanings and connections and losing a sense of boundaries.

Hence the susceptibility to excess. There are, of course, endless con-

nections and interpretations to be made in any massive archive of data,
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and the Snowden database is a particularly significant one. What ana-
lysts call summit fever, philosophers have described as archive fever: “It
is to burn with a passion,” Jacques Derrida writes. “It is never to rest,
interminably, from searching for the right archive even as it slips away.
It is to run after the archive, even if there’s too much of it.”"

The fantasy is that, if only you look long enough, you will find the
truth. If you only had more time, you could find the single document
that illuminates the whole collection. But archives are tricky beasts.
Derrida argued that the archive produces as much as it records his-
tory: the way information is stored, accessed, and transmitted shapes
the nature of the knowledge it ofters. In other words, our understand-
ing of the NSA is being shaped by the type of access Snowden had as
a contractor, by the search interface on top of the database through
which journalists and researchers access it, and by the ways newspapers
report it. The design limitations of PowerPoint and HTML affect it,
too. For example, one frustration of researching the Snowden archive is
that the copies of internal webpages are riddled with broken links and
inaccessible images. The data encoded in these interconnections is visi-
bly absent. The particularities of hyperlinks and networked documents
mean that they don’t travel well, in contrast to the self-contained PDFs
and training manuals, which work perfectly. As a result, the data they
contain becomes the preferred raw material of history. The disparity
between these data formats also serves as a reminder of the immense
technical imbalance between the capacities of the agencies and the sys-
tem containing the Snowden archive.

It’s tempting to fetishize archives as providing an unfiltered access
to a past reality. But as the historian Dominick LaCapra observes, it’s
a trap to mistake the archive as a “literal substitute for the ‘reality’ of
the past. .. a stand-in for the past that brings the mystified experience
of the thing itself.”"® More realistically, the archive can only ever be
a very particular type of reconstruction, a keyhole view. It is not a
window into the truth of things. Like the Oracle, it gives us coded
answers, told through a technology that changes the very meaning of
what is being transmitted.

"This is not to say that the Snowden archive is anything less than an
extraordinary account of the expansion of Western surveillance in the !

late twentieth and early twenty-first centuries. But we can only approach |

ASKING THE ORACLE

it through these attenuated channels: the Boolean search query, the
unstructured data file, the document type.

Even so, can we ever truly understand it? Everything in the doc-
uments is in some form of code. There are many thousands of code
names for programs, for technical capacities, for NSA partner orga.niza—
tions. Beyond this, there are the professional codes of tradecraft, hidden
in plain language but indecipherable to people not in t.he business. We
can guess what is being hinted at, but spies have their own forms of
speech—they know when a document is full of bluster and overreach or

when something is being chillingly understated.
A Pledge, and Ruin Is Near

Just as the imperatives of Know Thyself and Nothing in Excess seem
foreign in the context of the NSA and GCHQ, so does the final Delphic
maxim: A Pledge, and Ruin Is Near. Translations of this phrase vary, but
it means something like “When you consult the gods, do not make vows
and commitments that you cannot honor.”*¢ The Greeks used this as a
warning against making promises that would come back to haunt you.
Intelligence analysts who use these extraordinary systems of d'a\ta har-
vesting and tracking are bound to follow the law as well as specific pol-
icies that are meant to restrict their access. Of course, it doesn’t always
work that way: analysts have been caught tracking ex-wives and potential
Jove interests (agents call it LOVEINT), or they make errors that result
in the wrong people or countries having their data harvested.'” But even
with some safeguards in place, the ruin may be inevitable. Law professor
Paul Ohm has described the emergence of a “database of ruin” in the
private sector as companies gather potentially devastating info.rmatjo.n
about medical conditions and family histories and then combine their
data stores. “Once we have created this database,” he writes, “it is unlikely
we will ever be able to tear it apart.”™* The NSA has builtits own database
of ruin, one that contains all those phone records, search histories, Skype
calls, location data, network connections, chat logs. These are the phan-
tom bodies of data that stand in for us.
When the first stories from the Snowden archive appeared in news-
papers in mid-2013, intelligence agencies experienced a new.kind of
public scrutiny and pressure. Years later, the most substantial legal












